 Each Local Education Provider (LEP) shall ensure that the terms
of each contract that the Local Education Provider enters into or
renews with a School Service Contract Provider on and after the
effective date of this Article (August 10, 2016), at a minimum,
require the Contract Provider to comply with the requirements
in Sections 22-16-108 to 22-16-110. [C.R.S. 22-16-107 (2)(a)]
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 "School Service Contract Provider" or "Contract Provider" means an entity,
other than a Public Education Entity* or an institution of higher
education, that enters into a formal,
negotiated contract with a Public Education
Entity to provide a School Service.

 An example of a school Contract Provider is
your Student Information System (SIS) provider.
 You negotiate (or have the option to negotiate your
contract) with the SIS provider.

 They are an online application that is used at the direction of school employees.
It’s designed to be used in a school and holds PII.
*Public Education Entities includes LEPs and CDE.
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 "School Service" means an internet website, online service, online
application, or mobile application that:
 Is designed and marketed primarily for use in a preschool, elementary school, or
secondary school;
 Is used at the direction of teachers or other employees of a LEP; and
 Collects, maintains, or uses Student PII.

 "School Service" does not include an internet
website, online service, online application,
or mobile application that is designed and
marketed for use by individuals or entities
generally, even if it is also marketed to a
United States preschool, elementary school,
or secondary school.
4

Google Maps is not a School Service.
Google Apps for Education may be.

 The Department shall prepare and make available to Local
Education Providers sample contract language for use in
contracting with School Service Contract Providers. [C.R.S. 22-16106 (3)]

 CDE has prepared a sample template of privacy and security
terms that you can use to comply with this law.

 CDE has drafted this template to be similar to what we are using
for our vendors and includes language that we feel are best
practices for privacy and security.
5

 Each contract is different and your contract templates should work for you.
 Different situations require different controls.

 Vendors may seek to negotiate terms based on what services they provide.
 LEPs may have different interpretations on what the law says and how they seek to comply.

 Because of this, each LEP can amend this document to fit your needs. If you want to
amend a section, you can do so. If something doesn’t work for you, feel free to
remove it. If you choose to not use the template at all, that is up to you.

 If you choose to amend or remove a section that is marked as required by the law, we
advise you to consult with legal counsel prior to doing so.

 NOTE: This template is provided as an example. Your contract template should be
reviewed and approved by your legal counsel prior to being finalized.
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This template can be used as
an exhibit to your existing
contracts, the contract
language can be inserted into
your contract templates, or
both.
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For example, we have included what CDE
determines makes up a “comprehensive
information security program”. This
section is customizable but represents
general best practices.
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It is important that your
expectations for each
contract provider is clearly
laid out. For example, the
law requires providers to
have a “comprehensive
information security
program” but providers and
LEPs may have very
different concepts of what
is comprehensive. Laying it
out in detail avoids any
confusion.

Change this exhibit letter to whatever
makes sense for the contract.

Attach the signed contract to the end
of this Addendum.

Once these steps are complete,
you can send to the vendor for
their signature and then sign
yourself when it is returned.
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Insert the name, the number, or some
other identifier for the signed contract
with the Service Provider.

If you choose to insert the
core privacy and security
language into your
templates, remove the
sections circled in red.
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CDE has inserted
Guidance Notes to assist
with using this template.
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We have provided references
to all the sections that are
pulled from law.
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Make sure
you get
approval
from legal!

CDE is also
providing LEPs
with a clean
version of the
document that
does not have
comments or
footnotes.
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Data Privacy Office @ CDE
Jill Stacey
303-866-6395
Stacey_J@cde.state.co.us
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